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AIMMUHUCTPHUPOBAHUEC

CIICHUAJIBbHOCTD CeTeBOoe M CHCTEMHOE

Monayab 1: BoinosiHeHre padoT M0 NPOEKTUPOBAHUIO CeTEBOIl HHPPACTPYKTYPbI
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Pucynox 1. Tonomnorus

BI/IpTyaJ'lI)HbIe MalIMHbI U KOMMYTalus
1.1. TTaposnp gocTymna K BUPTyaabHbIM MamiiHam P@ssword
1.2. UmeHa XOCTOB B CO3JaHHBIX BM MOMKHBI OBITH YCTAHOBJICHBI B COOTBETCTBHH CO

Tabmuna 1. Xapaxkrepuctuku BM

-

RTR-R

BeinosiHeHHe NPOEKTHPOBAHUS KAa0eJbHON CTPYKTYPbI KOMIIBIOTEPHOI CeTH.

1.3. Anpecanust 7o KHA OBITH BBITIOJTHEHA B COOTBETCTBUU ¢ Tabmurei 1,

Nms Koi- Bo
BM oC o3y anep IP-anpeca JlononMHUTEHHO
4.4.4.100/24
RTR- L Debian 11 210 2 192.168;00.254/
Cisco CSR 4
5.5.5.100/24
RTR- R Debian 11 216 2 172.16.120.254/2
CiscoCSR |4T6 4
Debian 11 210 2
SRV Windows 192.168.200.200/ HlonosHuTeLHbIe
Server 2019 4T6 4 24 JRACKH.
2mrnoo 216
WEB- L Debian 11 210 2 192'168'2220'100/
WEB-R Debian 11 210 2 172'16'120'100/2
ISP Debian 11 216 2 4.4.4.1/24




5.5.5.1/24
3.3.3.1/24
CLI Windows 10 4 4 3.3.3.10/24

2. OcymecTBijieHHe BbIOOPAa TEXHOJOTHH, MHCTPYMEHTAJBLHBIX CPEJACTB H CPeICTB
BbIYUCJIMTEJbHOM TEeXHHMKHM IPH OPraHM3alMH IHpoulecca pa3padoTKH H HCCIeJOBAHMSA
00beKTOB NPO(ecCHOHAIBLHOH AeATEeJbHOCTH

CereBasi CBA3aHHOCTh

2.1. Hacrpoiite cTaTH4ecKui MapHipyT IO yMOJIYaHHIO Ha Mapuipytuszaropax RTR-L u
RTR-R.

2.2. Hacrpolite tuHaMuyeckyto TpaHcisnuio noptos (PAT):

- Ha mapmpyruzarope RTR-L nactpolite qunamuyeckyto tpancisiuio nmoptos (PAT) s
cetr 192.168.200.0/24 B cOOTBETCTBYIOIINE aJpeca UCXOAsIIero naTepderica

- Ha mapmpytuzatope RTR-R nHactpoiite nunamuueckyto tpancusiuio noptos (PAT) mis
cetr 172.16.100.0/24 B COOTBETCTBYIONIUE aIpeca UCXOIAIICTO HHTepdeiica.

Kongurypauus BUPTyaJbHbIX YACTHBIX ceTel

2.3. Mexny mnatrpopmamu RTR-L u RTR-R pomken ObITh ycCTaHOBIIEH TYHHEIb,
MIO3BOJISIFOIIMNA OCYIIECTBIISTh CBSA3b MEXKIYy PETMOHAMM C NPUMEHEHUEM BHYTPEHHHUX aJpECOB CO
CIIEAYIOIIMMU TapaMeTpaMHu:

a) MHcnons3yiite B kauectBe VTI unrepdeiic Tunnell

b) Mexny minarhopmMamMu JODKEH OBITh  YCTAHOBJIICH TYHHEb, IO3BOJISIOIINI
OCYIIECTBJISITH CBSI3b MEXK/Iy PETHOHAMH C IPUMEHEHHEM BHYTPEHHHUX aJpeCcOB

Hacrpoiika mapmpyruszanuu
2.4. HacrtpoliTe TMHAMHYECKYIO MapuipyTu3anuio mexay miatpopmamu RTR-L u RTR-R.
2.5. Tpaduk, naymmii Mo TYHHETIO MEXIy PErHOHAMH 10 BHYTPEHHHUM aJIpecaM, He JTOJIKEeH

TPaHCINPOBATHCA.

Mopayas 2: Opranuszanus ceTeBoro aIMUHNUCTPHPOBAHUS

Tab6muna 2. DNS-3anucu 300

3oHa Tum 3amucu Kurou 3Hauenne
demo.wsr A ISP 3.3.3.1
A WWW 4.4.4.100
A WWW 5.5.5.100
CNAME internet ISP
int.demo.wsr A web-I 192.168.200.100
A WEB-R 172.16.100.100
A SRV 192.168.200.200
A rtr-1 192.168.200.254
A rtr-r 172.16.100.254
CNAME webapp-L web-|
CNAME webapp-R WEB-R
CNAME ntp SRV
CNAME dns SRV




1. AIIMHHHCTpHpOBaHI/Ie JIOKAJIbHBIX BLIYMCJINTEIbHBIX CeTed M NpuHATHE MEpP Mo

YCTPAHCHUI0 BO3MOKHBIX cooeB

CeteBasi CBSI3HOCTD.

B pamkax manHoro monynsi TpeOyercs 00ecleyuTh CETEBYIO CBSIZHOCTh MEXKAY PErnOHaMHU
paboTHI IPWIIOKEHUS, a TAKXKe odecreuuTsb Bbixol BM B umutupyemyto cetb “MHTEpHET”.

1.1. Cern, noaxiroueHnsle K |SP, cunTaroTcst BHEIIHUMH:

- 3anpenieHo npsiMoe nomnajgaHue Tpaduka u3 BHYTPEHHUX ceTeil BO BHEIIHUE U HA000POT;
1.2. OGecnieubTe HACTPOUKY ciyx0 SSH pernona Left:

a. [loxmkmoueHus: CO CTOPOHBI BHEITHUX CETEH MO MPOTOKOMY K IUIaThopMe yIpaBICHHUS
tpapukoM RTR-L Ha nopt 2244 noymkHel ObITH TIepeHanpasiieHsl Ha BM Web-L;

b. TloakmtoyeHHs CO CTOPOHBI BHEUIHHX CETCH MO MPOTOKONY K IuIar)opMe yIpaBiICHUS
tpadukom RTR-R Ha mopt 2222 nomkHb! ObITh epeHanpasiecHsl Ha BM WEB-R.

2. AIMHHUCTPUPOBAHHUE CETEBbIX PeCypPcoB B HH(POPMALIMOHHBIX CHCTEMAaxX

HNupacTpyKTypHBIE CIYKOBI.

B pamkax gaHHOTO MOIYJIsI HEOOXOIUMO HACTPOUTH OCHOBHBIC MH(PPACTPYKTYPHBIE CITYKOBI
Y HACTPOWTH Mpe/icTaBIcHHbIe BM Ha MpUMEHEHHE ITUX CITYXKO I BCEX OCHOBHBIX (DYHKITHIA.

2.1. BeimonauTe HacTpoiiKy nepsoro ypoHs DNS-cuctemsl cTeHa:

a. Hcnonezyercst BM ISP;

b. O6cnyxuBaercs 3oua demo.wsr.
- HanmonHenwe 30HBI TOJDKHO OBITh peajr30BaHO B COOTBETCTBUU ¢ Tabmuiei 2,

c. Cepsep aenerupyert 30Hy int.demo.wsr va SRV;
[Tockonbky SRV HaxonuTcst BO BHYTPEHHEN CETH 3alaJHOro peruoHa, J1eJIernpoBaHue
IIPOUCXOJUT HAa BHEUTHUN aJpec MaplIpyTU3aTopa JaHHOTO PETHOHA.

- MapumpytuzaTop peruoHa J0JDKEH TPaHCIMPOBATh COOTBETCTBYROIIME MOpThl DNS-

CITy>KOBI B IOpTHI cepBepa SRV.

d. Buemmuii kment CLI nomken ucnosb3oBate DNS-cityx0y, pa3BepHytyio Ha ISP, mo
YMOTYaHHIO;

2.2. BeimonHuTe HacTpoiky Broporo ypoBHsi DNS-cuctemsl crenaa;

a. Ucnonp3yercs BM SRV;

b. O6cnyxuBaetcst 30Ha int.demo.wsr;
- HamomHeHue 30HBI JO/DKHO OBITH pealM30BaHO B COOTBETCTBUH ¢ Tabnuieii 2;

C. OOcnyxuBaroTcst 00paTHBIE 30HBI 11 BHYTPEHHUX aJJpeCOB PETUOHOB

- HMmena ans paspemieHuss oOpaTHBIX 3amuceil criemyer Oparb u3 TaOnuisl 2,

d. CepBep npuHMMaeT pPEKypCHBHBIC 3alpOChl, UCXOMAIINE OT aJpecoB BHYTPEHHHUX
PETHOHOB;

- OOcnyxuBaHHE€ KJIMEHTOB(BHEIIHUX U BHYTPEHHHUX), oOpallarommxcs K K 30HE
int.demo.wsr, T0KHO POU3BOAUTCS 0€3 KaKuX JIMOO OrpaHUuCHHH 110 aJpecy HCTOYHUKA,;

€. BHyTpeHHue XocThl peruoHOB (paBHO Kak M IMIATGOPMbI yIpaBieHHs TpaduKom)
JOJKHBI MCTIOJIB30BaTh NaHHYI0 DNS-ciyx0y /Uit pa3pelieHus Bcex 3apocoB HMEH;

2.3. BeImosHuTE HACTPOIKY IEPBOTO YPOBHS CHCTEMBI CHHXPOHH3AIINN BPEMEHU:

a. Ucnons3yercs cepsep ISP.
b. CepBep cunTtaer coOOCTBEHHBIIt HCTOYHHK BPEMEHH BEPHBIM, Stratum=3;
a. Cepsep [0ITyCKaeT MOJKIIOYCHHE TOJIBKO Yepe3 BHEIIHUH aJpec COOTBETCTBYIOLIEH

1aT(OPMBbI yIIpaBIeHUs TpaPUKOM;




- IlogpazymeBaercs oOpamenue SRV s CHHXpOHU3AIMKA BPEMEHH;

b. Kiuenr CLI nomken ucrnonb3oBath ciayx0y Bpemenu I1SP;

€. BwimomHuTe KOHPUTrYpaLKIO CITY>KOBI BTOPOro ypoBHs BpeMeHH Ha SRV,

a. CepBep cHHXpOHHU3UPYET BpeMs ¢ XxocToM ISP;

- CUHXpOHHM3ALMS C IPYTUMU HCTOUYHUKAM 3aIpelieHa;

b. CepBep momkeH nomyckars 0OpalieHnuss BHYTPEHHUX XOCTOB PETMOHOB, B TOM YHCJIE U

w1at$opM ynpasieHus TpadhuKoM, Ui CAHXPOHHU3ALUN BPEMEHU;
C. Bce BHyTpeHHHE XOCTBI(B TOM 4YHCIIE U MIAT(HOPMBI yrpaBiieHUs] TPAPUKOM) TOIHKHBI
CHHXPOHHM3UPOBATh CBOE BpeMms ¢ SRV,

2.5. Peanuzyiite (aitnoerii SMB-cepsep na 6aze SRV
a. CepBep IOMKEH MPEIOCTABIATH JOCTYI Juisi oomena ¢aiinamu cepsepam WEB-L u

WEB-R;

b. Cepsep, B 3aBucumoctu ot OC, UCHONB3YyeT CICAYIONIME KATAJIOTH JJIS XpaHCHHS
(aiinos:

— Imnt/storage mus cuctema Ha 6ase Linux;

—  uck R:\ miisa cucrem na 6aze Windows;
c. Xpanenue (hailyioB OCYIIECTBIIAETCSA HA JUCKE (CMOHTHPOBAHHOM [0 YKA3aHHBIM BBIIIIE

ajzipecam), pearu3oBaHHOM 10 TexHonoruu RAID Ttuna “3epkano’;

2.6. CepBepa WEB-L u WEB-R nomxnbl ucnonbs3oBaTth ciyk0y, HacTpoeHHyto Ha SRV,
Ui oOMeHa (ainamMu Mexay coOOi:

a. Cnyxb6a (aiimoBoro oOMeHa JI0JKHA MMO3BOJSATH MOHTUPOBAHUE B BHUJIE CTAHJAPTHOTO
KaTajora Linux;

- Pazgensembrii katanor nOJDKeH OBITh CMOHTHPOBaH IO ajapecy /opt/share;
b. Karajgor momkeH TMO3BOJATh yAalsaTh W co3daBaTh (ailiel B HEM [UIS BCEX

HOHBBOB&TGJ’ICI‘/’I;

2.7. BeimonHuTe HACTPOUKY LeHTpa cepTudukanuu Ha 6aze SRV:
b. B cnyuae mpumeHeHus perieHust Ha 6a3e LINUX MCHONB3yeTcsl HEHTP cepTH(UKAIIH

tuna OpenSSL u pacnonaraercs no aapecy /var/ca,
C. BrinaBaemble cepTHdUKATH JODKHBI UMETh Cpok xu3HM He MeHee 300 nHeif;
d. Tlapamerpsl BbIaBa€MbIX CEPTUPHUKATOB:
- Crpana RU;
- Opranumzanus DEMO.WSR;
- IIpoune nons (3a uckmoyeHruem CN) 10KHBI ObITh ITYCTHI;

3. B3anmojaeiicTBHue €O cienMaJIMCTAMU CMEKHOr0 NpoguJisi Npu pa3padoTrke MeTO10B,
CPeACTB ¥ TEXHOJIOTH NPUMEHEHHS 00bEeKTOB NPO¢eCCHOHATBHOM 1esITeTbHOCTH

HNudpacrpykrypa BeO-nIpuJI0KeHHs.

JlaHHBIN OJIOK TOPa3yMeBaeT YCTAHOBKY U HACTPOWKY JIOCTyNa K BeO- MPHIOKEHUIO,
BBITIOJTHEHHOMY B (popmate koHTelHepa Docker.

3.1. O6pa3 Docker (comepxkamuii BeO-puokeHne) pacnojoxen Ha 1SO-o0pase
JIOTIOJTHATEBHBIX MATEPHAJIOB;

a. Bpmomnute ycranoBky npunoxxenns AppDocker0;

3.2. Tlakers! qst ycraHoBku Docker pacronoskens! Ha gomnonHuTenbHoM 1SO-00pase;
3.3. UHctpykums no paboTe ¢ NPUIIOKEHHEM pacliojiokeHa Ha JomnoiHuTensHoM ISO-

o0pase;




3.4. HeoOxomuMo peann3oBaTh CICIYIONTYIO HHPPACTPYKTYPY MPUITOKEHHS.

a. Kumenrtom npunosxenus ssistiercss CLI (6paysep Edge);

b. Xoctunr npunoxenus ocymectsisiercs Ha BM WEB-L u WEB-R;

c. JlocTyn K mprIIOKEHHUIO OcyIecTBisiercst mo DNS-umenn Www.demo.wstr;

- Imsa nomkHO paspemiatbes BO “BHemHue” aapeca BM ympasieHus tpadukom B 000MX

pEeruoHax;

- [Ipu HeoOxoauMoOCTH, ISl TOCTyNA K K MPHIJIOKEHHUIO JOMYCKAETCsl Peain30BaTh peBepc-
MIPOKCHU WJIM TPAHCISIUIO IOPTOB;

d. JlocTyn K MpUIOKEHHIO JTOJDKCH OBITh 3aIUINEH ¢ TPUMEHEHHEeM TexHojorun TLS;

- HeoOxomuMo obecnednTh KOPPEKTHOE IOBEpHE CepTH(HKATy caiita, 0e3 mpuMEHEHHS
“HCKIITOYCHMI” ¥ MOAO0OHBIX MEXaHU3MOB;

€. HeszamumienHoe coeIMHEHHE [JOJDKHO TIEPEBOJAUTCS HAa  3alllUIIEHHBIA KaHaj
ABTOMAaTUYECKH;

3.5. HeoOxoammo o0ecrieynTh 0TKa30yCTONYUBOCTD MPHIIOKCHUS;
a. CaliT NOJDKEH NpOJoiKaTh OOCIyX)uBaHME (C 3alepKKOW He Oonee 25 CeKyH.) B

CIIEYIOIIUX CLICHAPUSX:

- Otka3 ogHoit u3 BM Web
- Otka3 ognoit u3 BM ynpasnenust Tpadukom.

Mopayas 3: JkcrryaTanus 00beKTOB ceTeBOi HH(PpacTpyKTYypbl

3ananue moay.s 3:

1. YCTaHOBKa, HaCTPOﬁKa, IKCILIyaTanusa H OﬁCJ’ly)KI/IBaHHe TEXHHYECCKUX H
NMpOrpaMMHO-annmapaTHbIX CPEACTB KOMIIBIOTEPHBIX cerei

Kondurypauus BUPTyaJbHbIX YACTHBIX ceTel

1.1. 3ammra TyHHENs AOJKHA o0ecreunBaThes ¢ momonibio IPsec mexay mnatdhopmamu
RTR-L u RTR-R.

a) Hcmons3yiite ayTeHTH()UKAIINIO TIO OOIIEMY KITFOTY.

b) TITapamerpsr IPSec npousBosbHbIE.

2. YcraHOBKa, HACTPOiiKa, »JKCILUIyaTanMsa M 00CJAYy:KMBaHMe  CeTeBbIX
KOH(pUrypauuu.

Hacrpoiika cnnuckoB KOHTPOJIS 10CTyA

2.1. Ilnarpopma ynpasienus Tpadpukom RTR-R BbimonHseT KOHTPOIb BXOJIAIIETO
TpaguKa COTIacHO CIAEAYIOINM IPaBHIIaM:

a. Pazpemarorcs noaxmoueHus k nopram HTTP u HTTPS anist Bcex kaueHTOB;

b. Paspemratorcs moaxmouerus k mopram HTTP u HTTPS ns Bcex KIMEHTOB;

- [TopThl HEOOXOAUMO /TSt pabOTHI HACTPAMBAEMBIX CITYKO

c. Paszpemaercst pabota BEIOpaHHOTO TPOTOKOJIA OPTAHU3AIINHN 3AIIUIIEHHOHN CBSI3H;

- Pa3pemenne MOpTOB MOKHO OBITh BBIMOJHEHO IO MPUHIUMNY ‘“HEOOXOIUMO H
JOCTAaTOYHO’

d. Paspemaercs padora nporokonaoB [CMP;

e. Paszpemaercs pabora npotokosia SSH;

f. Tlpouune MoOAKIIIOYCHHUS 3aNPEIICHBI,



http://www.int.demo/

9. Hna obOpamenuii B 1uiaTpopMaM €O CTOPOHBI XOCTOB, HAXOMAIIMXCA BHYTPU
PETHOHOB, OTPAaHUYEHUI OBITh HE JOJKHO;

2.2. Ilnatdopma ympaBienus TpapukoM RTR-L BBIONHIET KOHTPOJIL BXOISIIETO
TpaduKa COrJIACHO CIEAYIONIUM TPaBUIIaM:

a. Pazpemarorcs moaxmroueHus k mopram DNS, HTTP u HTTPS nnst Bcex KIMeHTOB;

-ITopTel HEOOXOAUMO U151 paOOTHI HACTPAUBAEMBIX CITYXKO

b. Paspernraercs pabota BEIOpAaHHOTO MPOTOKOJIA OPraHU3aIMH 3AIUIIECHHON CBA3M;

- Pa3zpemenne MOpTOB JOKHO OBITh BBIMOJHEHO I10 NPUHIUMNY “HEOOXOIUMO U
JIOCTATOYHO

c. Paspemaercs pabora nmporokosnoB ICMP;

d. Paspemraercs pabora mpotokona SSH;

e. Ilpoure MOAKITIOYEHUS 3aIllPEIICHBI,

f.  Jlns oOpamenuii Kk miargopMaM CO CTOPOHBI XOCTOB, HAXOJSIIUXCS BHYTPH
PETHOHOB, OTPaHUYCHUH OBITh HE JTOJHKHO.




